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Do Crawlers Experience The Same Web?

Do unauthenticated crawls 
reflect reality?

How does security differ 
between guests and users?
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1.Repeat measurements from prior work

2.Client-Side XSS:  

− Uses Foxhound and exploit generator from [Steffens et al. NDSS 2019] 

− How many flows from user controllable sources to XSS sinks exist?

3.Security Headers:  

− Are there differences in usage, security, and consistency?

4.Javascript Inclusions: 

− How do inclusions differ w.r.t script types, number of third-parties, trackers, known 
vulnerable libraries, and more?

5.PostMessages:  

− Uses PMForce [Steffens and Stock CCS 2020] 

− How many (vulnerable) handlers exist?
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• Manually assisted registration on 200+ popular sites

• Crawl up to 1000 same-site subpages and up to 24h

• Playwright v1.33 

− CXSS: Foxhound (Firefox 109) 

− All Others: Chromium version 113 

• Number of collected URLs differ:  

− Non-authenticated: average of 840 URLs 

− Authenticated: average of 820 URLs

• Reasons: Authenticated users redirected to user portals with few links and 
many buttons

Experimental Settings and General Results
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Header No-Auth Auth Combined

X-Frame-Options 165 162 167

Strict-Transport-Security 149 142 149

CSP (XSS) 55 53 57
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Metric No-Auth Auth Combined

Unique Scripts 934,545 980,569 1,719,724

Unique Third-Party Scripts 216,952 322,525 507,948

Unique Third Parties 1,053 1,146 1,231

Unique Trackers 181 209 219
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− No substantial differences for security headers 

− Much more Javascript and PostMessages for authenticated state
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• Impact of login depends on the research questions! 

− No substantial differences for security headers 

− Much more Javascript and PostMessages for authenticated state

• Authenticated state is not strictly better or worse 

− Some code only reachable by authenticated or non-authenticated state 

− In general the attack surface is larger for authenticated users
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• Limitations: 

− Small-scale (only 200 sites) 

− Manual labor involved 

− Many websites could not be tested: 
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− Bot detection triggered
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• Limitations: 

− Small-scale (only 200 sites) 

− Manual labor involved 

− Many websites could not be tested: 

− Require payment, phone number, or similar 

− Bot detection triggered

• Ethical consideration: 

− Only test own accounts 

− Only client-side security issues 

− Reasonable load 

− Responsible disclosure

Limitations and Ethics
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Thanks for your 
attention! 
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