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Are security headers parsed and enforced 
consistently across browsers?



Key Idea: Differential Testing
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• Widely used test by browser: Web Platform Test (Expected Outcome Tests)

− What about incomplete or ambiguous specification?

• We rely on Differential Testing: run the same tests in different browsers

• Compare outcomes across browsers directly

• Any difference = potential bug or spec ambiguity



Example Test Execution
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Test Subjects
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• Four browsing engines in desktop, 
Android, and iOS versions

− 4 versions of Chrome Desktop

− 4 versions of Firefox Desktop

− 2 version of Brave Desktop

− 2 versions of Safari

− One each of Chrome, Firefox, Brave 
on Android

− One Chrome iOS

• In total 16 browser configurations, some 
with almost one year gap in between



Experimental Setup
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• 12 tested features (Framing Control, Permissions, Scriping Restrictions, ...)

− Some of them controlled by multiple headers (e.g., XFO/CSP)

• 43.604 responses across 16 security headers

− Inspired by WPT, real-world headers, prior work + various mutations

− Varying status codes, content types, etc.

• Various origin relations: same-origin, same-site (parent + child), HTTP/HTTPS 

• In total, 177,146 tests executed at least five times to ensure stable results

− ~15M test executions, 134 runs failed



Key Results 
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• 5,606 (~3%) inconsistent tests in total

Mostly stable code 
across versions for 

Firefox and Chrome 
(except our bug 

reports)

Mostly stable code 
across versions for 

Firefox and Chrome 
(except our bug 

reports)

More variance in Safari 
tests



Key Results 
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• 5,606 (~3%) inconsistent tests in total

Mobile and Desktop 
versions highly similar
Mobile and Desktop 

versions highly similar
Mobile and Desktop 

versions highly similar



Key Results 
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• 5,606 (~3%) inconsistent tests in total

Only Referrer-Policy 
difference



Key Results 
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• 5,606 (~3%) inconsistent tests in total

Major differences between 
the different engines



Root Cause Clustering (XFO example)
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• First step: cluster tests by outcome and browser

− Example: XFO tests which send postmessage to cross-origin parent 

• Second step: manually identify patterns in the tests and attribute them to 
root causes

• Here: Firefox strips whitespaces in header values, Chrome does not allow 
NULL bytes in header names

Message received: {Chrome, Safari}, No message: {Firefox} {"DE\tNY", "DE NY", "SAME ORIGIN", ...}

Message received: {Firefox, Safari}, No message: {Chrome} {"X-Frame\x00-Options: DENY", ...}



Root Causes
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• Identify 42 root causes

− 12 general, i.e., affect all 
features

− 30 feature-specific

• 31 previously unknown



Case Studies
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• Reported as a bug to Chrome

− */ was treated as any origin, any path (same as *)

• Assignee was Mike West, co-author of the CSP spec

• Resulted in specification change



Case Studies
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• Deployed header: max-age=20; includeSubdomains=

• Three browsers, three outcomes

− Firefox: "it's OK, we know what you meant". – will set HSTS for all 
subdomains

− Chrome: "Invalid HSTS header" – will ignore it altogether

− Safari: "Part of it is valid" – will set max-age for the domain, not for 
subdomains



Towards Better Security Header Parsing
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• Security headers are often implemented 
inconsistently

− Poses risks for developers and users

• Through differential testing, we discovered 42 
root causes, 31 of which were previously 
unknown

− Led to various bug fixes and specification 
adjustments

• Open-source tool: Available, Functional, 
Reproduced 

Happy to take your questions!



Attribution
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• This presentation uses icons from Font Awesome, which is licensed under 
the Creative Commons Attribution 4.0 International License. 
Font Awesome icons can be found at: https://fontawesome.com/

https://fontawesome.com/
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