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Updates
The 19th ACM ASIA Conference on Computer and Communications Security (ACM ASIACCS 2024) will be held in Singapore
from the 1st to 5th of July, 2024. Posts from @ASIACCS2024
Building on the success of ACM Conference on Computer and Communications Security (CCS), the ACM Special Interest Group X
on Security, Audit, and Control (SIGSAC) formally established the annual ACM Asia Conference on Computer and
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J. Chen, J. Jiang, H. Duan, N. Weaver, T. Wan, and V. Paxson, “Host of Troubles:
Multiple Host Ambiguities in HTTP Implementations,” CCS 2016
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8.6. Content-Length

The "Content-Length" header field indicates the associated representation’s data length as a decimal non-
negative integer number of octets. When transferring a representation as content, Content-Length refers
specifically to the amount of data enclosed so that it can be used to delimit framing (e.g., Section 6.2 of
[HTTP/1.1]). In other cases, Content-Length indicates the selected representation’s current length, which can
be used by recipients to estimate transfer time or to compare with previously stored representations.

Content-Length = 1*DIGIT

An example is

Content-Length: 3495

A user agent SHOULD send Content-Length in a request when the method defines a meaning for enclosed
content and it is not sending Transfer-Encoding. For example, a user agent normally sends Content-Length in
a POST request even when the value is 0 (indicating empty content). A user agent SHOULD NOT send a
Content-Length header field when the request message does not contain content and the method semantics
do not anticipate such data.

A server MAY send a Content-Length header field in a response to a HEAD request (Section 9.3.2); a server
MUST NOT send Content-Length in such a response unless its field value equals the decimal number of octets
that would have been sent in the content of a response if the same request had used the GET method.

A server MAY send a Content-Length header field in a 304 (Not Modified) response to a conditional GET
request (Section 15.4.5); a server MUST NOT send Content-Length in such a response unless its field value
equals the decimal number of octets that would have been sent in the content of a 200 (OK) response to the
same request.

A server MUST NOT send a Content-Length header field in any response with a status code of 1xx
(Informational) or 204 (No Content). A server MUST NOT send a Content-Length header field in any 2xx
(Successful) response to a CONNECT request (Section 9.3.6).
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8.6. Content-Length

A server MUST NOT send a Content-Length header field Iin

any response with a status code of Ixx (Informational)
or 204 (No Content)

A user agent SHOULD send Content-Length in a request when the method defines a meaning for enclosed
content and it is not sending Transfer-Encoding. For example, a user agent normally sends Content-Length in
a POST request even when the value is 0 (indicating empty content). A user agent SHOULD NOT send a
Content-Length header field when the request message does not contain content and the method semantics
do not anticipate such data.

A server MAY send a Content-Length header field in a response to a HEAD request (Section 9.3.2); a server
MUST NOT send Content-Length in such a response unless its field value equals the decimal number of octets
that would have been sent in the content of a response if the same request had used the GET method.

A server MAY send a Content-Length header field in a 304 (Not Modified) response to a conditional GET
request (Section 15.4.5); a server MUST NOT send Content-Length in such a response unless its field value
equals the decimal number of octets that would have been sent in the content of a 200 (OK) response to the
same request.

A server MUST NOT send a Content-Length header field in any response with a status code of 1xx
(Informational) or 204 (No Content). A server MUST NOT send a Content-Length header field in any 2xx
(Successful) response to a CONNECT request (Section 9.3.6).
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Rule: CL 1XX-204

Request: Any
Response: If (Code == TXX or 204) and (CL exist) ® Broken!
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HTTP Specs

« 7 RFCs (IETF)
» 2 Living Standards (WHATWGQ)
* 3 Technical Reports (W3C)
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HTTP Specs List of Rules

« 7 RFCs (IETF) « 106 extracted rules
2 Living Standards (WHATWG) « 55 security-relevant
* 3 Technical Reports (W3C)
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Local Servers

* 16 broken rules
« 6-10/Server
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Local Servers 10K Web Sample
* 16 broken rules * 68 broken rules
« 6-10/Server « Average: 4.69/Host
e Max: 16

« Popular = Long-Tail
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Header Misconfigurations
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 Duplicate Headers (465x)
» Syntax Violations (>250x)
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 Duplicate Headers (465x)
» Syntax Violations (>250x)

Common Reasons

« Header Confusion
 Encoding & Templating
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10K Web Sample Local Servers
Common Reasons
. « Content-Length 1XX-204 (55x) « Host of Troubles (9/9)
* Header Confusion « Content for 304 (46x) * lllegal Chars (7/9)
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Towards Improving HTTP Conformance

. Conformance is bad
- 75 rules broken
. Average: 4.69/Host
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. Conformance is bad

- 75 rules broken
. Average: 4.69/Host

. Towards better conformance

- No more: “Be conservative in what you send, be
liberal in what you accept”

- Shared test suite
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. Conformance is bad
- 75 rules broken
. Average: 4.69/Host

. Towards better conformance

- No more: “Be conservative in what you send, be
liberal in what you accept”

- Shared test suite
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attention!
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