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Shared Understanding of HTTP 
Enables Communication
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HTTP Processing 
Discrepancies Exist!

Non-Conformance  
Leads to Security Issues!

What is the State of HTTP 
Conformance in the Wild?
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HTTP Spec Rule 
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List of Rules RuleBreaker

Conformance 
Results

Web Server
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A server MUST NOT send a Content-Length header field in 
any response with a status code of 1xx (Informational)  
or 204 (No Content)

https://www.rfc-editor.org/rfc/rfc9110.html#status.1xx
https://www.rfc-editor.org/rfc/rfc9110.html#status.204
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A server MUST NOT send a Content-Length header field in 
any response with a status code of 1xx (Informational)  
or 204 (No Content)

Rule: CL 1XX-204 
Request: Any 
Response: If (Code == 1XX or 204) and (CL exist) ⇨ Broken! 

https://www.rfc-editor.org/rfc/rfc9110.html#status.1xx
https://www.rfc-editor.org/rfc/rfc9110.html#status.204
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HTTP Specs List of Rules Web Servers

• 7 RFCs (IETF) 
• 2 Living Standards (WHATWG) 
• 3 Technical Reports (W3C)

• 106 extracted rules 
• 55 security-relevant

• 9 local servers  
(Apache, NGINX, …) 
• Top5K CrUX 
• Random 5K Long-Tail 
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Local Servers 10K Web Sample

• 16 broken rules 
• 6-10/Server

• 68 broken rules 
• Average: 4.69/Host 
• Max: 16 
• Popular ≈ Long-Tail
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Header Misconfigurations

10K Web Sample

Dangerous Primitives

• Duplicate Headers (465x) 
• Syntax Violations (>250x)

• Host of Troubles (9/9) 
• Illegal Chars (7/9)

• Content-Length 1XX-204 (55x) 
• Content for 304 (46x)• Header Confusion 

• Encoding & Templating

Common Reasons
Local Servers
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• Conformance is bad 
• 75 rules broken 
• Average: 4.69/Host 

• Towards better conformance 
• No more: “Be conservative in what you send, be 

liberal in what you accept” 
• Shared test suite

Thanks for your 
attention! 

 
https://github.com/
cispa/http-
conformance 
 
jannis.rautenstrauch
@cispa.de
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